International
Investigations
Review
Ninth Edition

Editor
Nicolas Bourtin

lawreviews

© 2019 Law Business Research Ltd

International
Investigations
Review
Ninth Edition

Reproduced with permission from Law Business Research Ltd
This article was first published in Aug 2019
For further information please contact Nick.Barette@thelawreviews.co.uk

Editor
Nicolas Bourtin

lawreviews
© 2019 Law Business Research Ltd

PUBLISHER
Tom Barnes
SENIOR BUSINESS DEVELOPMENT MANAGER
Nick Barette
BUSINESS DEVELOPMENT MANAGER
Joel Woods
SENIOR ACCOUNT MANAGERS
Pere Aspinall, Jack Bagnall
ACCOUNT MANAGERS
Olivia Budd, Katie Hodgetts, Reece Whelan
PRODUCT MARKETING EXECUTIVE
Rebecca Mogridge
RESEARCH LEAD
Kieran Hansen
EDITORIAL COORDINATOR
Tommy Lawson
HEAD OF PRODUCTION
Adam Myers
PRODUCTION EDITOR
Simon Tyrie
SUBEDITOR
Robbie Kelly
CHIEF EXECUTIVE OFFICER
Nick Brailey
Published in the United Kingdom
by Law Business Research Ltd, London
87 Lancaster Road, London, W11 1QQ, UK
© 2019 Law Business Research Ltd
www.TheLawReviews.co.uk
No photocopying: copyright licences do not apply.
The information provided in this publication is general and may not apply in a specific situation, nor
does it necessarily represent the views of authors’ firms or their clients. Legal advice should always
be sought before taking any legal action based on the information provided. The publishers accept
no responsibility for any acts or omissions contained herein. Although the information provided is
accurate as at June 2019, be advised that this is a developing area.
Enquiries concerning reproduction should be sent to Law Business Research, at the address above.
Enquiries concerning editorial content should be directed
to the Publisher – tom.barnes@lbresearch.com
ISBN 978-1-83862-040-0
Printed in Great Britain by
Encompass Print Solutions, Derbyshire
Tel: 0844 2480 112

© 2019 Law Business Research Ltd

ACKNOWLEDGEMENTS
The publisher acknowledges and thanks the following for their assistance
throughout the preparation of this book:
ALLEN & GLEDHILL LLP
ALTENBURGER LTD LEGAL + TAX
ALVAREZ & MARSAL DISPUTES AND INVESTIGATIONS, LLP
ANAGNOSTOPOULOS
BDO LLP
BOFILL ESCOBAR SILVA ABOGADOS
BRUCHOU, FERNÁNDEZ MADERO & LOMBARDI
CMS VON ERLACH PONCET LTD
DEBEVOISE & PLIMPTON LLP
DE PEDRAZA ABOGADOS, SLP
GLOBAL LAW OFFICE
HORTEN LAW FIRM
LATHAM & WATKINS LLP
LINKLATERS LLP
MATHESON
MOMO-O, MATSUO & NAMBA
NYMAN GIBSON MIRALIS
SETTERWALLS ADVOKATBYRÅ AB
SHIN & KIM
SIQUEIRA CASTRO ADVOGADOS
SLAUGHTER AND MAY
SOŁTYSIŃSKI KAWECKI & SZLĘZAK

i
© 2019 Law Business Research Ltd

Acknowledgements

STUDIO LEGALE PULITANÒ-ZANCHETTI
SULLIVAN & CROMWELL LLP
WKK LAW RECHTSANWÄLTE

© 2019 Law Business Research Ltd

CONTENTS

PREFACE��������������������������������������������������������������������������������������������������������������������������������������������������������� vii
Nicolas Bourtin
Chapter 1

THE ROLE OF FORENSIC ACCOUNTANTS IN INTERNATIONAL
INVESTIGATIONS�������������������������������������������������������������������������������������������������������������1
Stephen Peters and Natalie Butcher

Chapter 2

DIGITAL FORENSICS�������������������������������������������������������������������������������������������������������8
Phil Beckett

Chapter 3

THE CHALLENGES OF MANAGING MULTI-JURISDICTIONAL CRIMINAL
INVESTIGATIONS�����������������������������������������������������������������������������������������������������������20
Frederick T Davis and Thomas Jenkins

Chapter 4

EU OVERVIEW������������������������������������������������������������������������������������������������������������������34
Stefaan Loosveld

Chapter 5

ARGENTINA����������������������������������������������������������������������������������������������������������������������40
Fernando Felipe Basch and María Emilia Cargnel

Chapter 6

AUSTRALIA������������������������������������������������������������������������������������������������������������������������51
Dennis Miralis, Phillip Gibson and Jasmina Ceic

Chapter 7

AUSTRIA�����������������������������������������������������������������������������������������������������������������������������64
Norbert Wess, Markus Machan and Vanessa McAllister

Chapter 8

BELGIUM���������������������������������������������������������������������������������������������������������������������������74
Stefaan Loosveld

Chapter 9

BRAZIL��������������������������������������������������������������������������������������������������������������������������������86
João Daniel Rassi and Victor Labate

iii
© 2019 Law Business Research Ltd

Contents

Chapter 10

CHILE����������������������������������������������������������������������������������������������������������������������������������95
Jorge Bofill and Daniel Praetorius

Chapter 11

CHINA������������������������������������������������������������������������������������������������������������������������������108
Alan Zhou and Jacky Li

Chapter 12

DENMARK�����������������������������������������������������������������������������������������������������������������������118
Jacob Møller Dirksen

Chapter 13

ENGLAND AND WALES�����������������������������������������������������������������������������������������������126
Stuart Alford QC, Mair Williams and Harriet Slater

Chapter 14

FRANCE����������������������������������������������������������������������������������������������������������������������������143
Antoine Kirry, Frederick T Davis and Alexandre Bisch

Chapter 15

GREECE����������������������������������������������������������������������������������������������������������������������������158
Ilias G Anagnostopoulos and Jerina (Gerasimoula) Zapanti

Chapter 16

HONG KONG�����������������������������������������������������������������������������������������������������������������166
Mark Hughes, Wynne Mok and Kevin Warburton

Chapter 17

IRELAND��������������������������������������������������������������������������������������������������������������������������179
Karen Reynolds, Claire McLoughlin and Ciara Dunny

Chapter 18

ITALY���������������������������������������������������������������������������������������������������������������������������������198
Mario Zanchetti

Chapter 19

JAPAN��������������������������������������������������������������������������������������������������������������������������������215
Kakuji Mitani and Ryota Asakura

Chapter 20

KOREA������������������������������������������������������������������������������������������������������������������������������226
Seong-Jin Choi, Tak-Kyun Hong and Alex Kim

Chapter 21

POLAND���������������������������������������������������������������������������������������������������������������������������235
Tomasz Konopka

Chapter 22

SINGAPORE���������������������������������������������������������������������������������������������������������������������246
Jason Chan, Vincent Leow and Daren Shiau

Chapter 23

SPAIN���������������������������������������������������������������������������������������������������������������������������������260
Mar de Pedraza and Paula Martínez-Barros

iv
© 2019 Law Business Research Ltd

Contents

Chapter 24

SWEDEN��������������������������������������������������������������������������������������������������������������������������275
Ulf Djurberg and Ronja Kleiser

Chapter 25

SWITZERLAND��������������������������������������������������������������������������������������������������������������283
Bernhard Lötscher and Aline Wey Speirs

Chapter 26

UNITED STATES������������������������������������������������������������������������������������������������������������298
Nicolas Bourtin and Kevin Levenberg

Appendix 1

ABOUT THE AUTHORS�����������������������������������������������������������������������������������������������313

Appendix 2

CONTRIBUTORS’ CONTACT DETAILS������������������������������������������������������������������331

v
© 2019 Law Business Research Ltd

PREFACE

In the United States, it is a rare day when newspaper headlines do not announce criminal
or regulatory investigations or prosecutions of major financial institutions and other
corporations. Foreign corruption. Healthcare, consumer and environmental fraud. Tax
evasion. Price fixing. Manipulation of benchmark interest rates and foreign exchange trading.
Export controls and other trade sanctions. US and non-US corporations alike have faced
increasing scrutiny by US authorities for several years, and their conduct, when deemed to
run afoul of the law, continues to be punished severely by ever-increasing, record-breaking
fines and the prosecution of corporate employees. And while in the past many corporate
criminal investigations were resolved through deferred or non-prosecution agreements, the
US Department of Justice has increasingly sought and obtained guilty pleas from corporate
defendants. While the new presidential administration in 2017 brought uncertainty
about certain enforcement priorities, and while US authorities in 2018 announced
policy modifications intended to clarify or rationalise the process of resolving corporate
investigations, the trend towards more enforcement and harsher penalties has continued.
This trend has by no means been limited to the United States; while the US government
continues to lead the movement to globalise the prosecution of corporations, a number
of non-US authorities appear determined to adopt the US model. Parallel corporate
investigations in several countries increasingly compound the problems for companies,
as conflicting statutes, regulations and rules of procedure and evidence make the path
to compliance a treacherous one. What is more, government authorities forge their own
prosecutorial alliances and share evidence, further complicating a company’s defence. These
trends show no sign of abating.
As a result, corporate counsel around the world are increasingly called upon to advise
their clients on the implications of criminal and regulatory investigations outside their own
jurisdictions. This can be a daunting task, as the practice of criminal law – particularly
corporate criminal law – is notorious for following unwritten rules and practices that cannot
be gleaned from a simple review of a country’s criminal code. And while nothing can replace
the considered advice of an expert local practitioner, a comprehensive review of the corporate
investigation practices around the world will find a wide and grateful readership.
The authors who have contributed to this volume are acknowledged experts in the
field of corporate investigations and leaders of the bars of their respective countries. We
have attempted to distil their wisdom, experience and insight around the most common
questions and concerns that corporate counsel face in guiding their clients through criminal
or regulatory investigations. Under what circumstances can the corporate entity itself be
charged with a crime? What are the possible penalties? Under what circumstances should a
corporation voluntarily self-report potential misconduct on the part of its employees? Is it a
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realistic option for a corporation to defend itself at trial against a government agency? And
how does a corporation manage the delicate interactions with employees whose conduct is
at issue? The International Investigations Review answers these questions and many more and
will serve as an indispensable guide when your clients face criminal or regulatory scrutiny in
a country other than your own. And while it will not qualify you to practise criminal law
in a foreign country, it will highlight the major issues and critical characteristics of a given
country’s legal system and will serve as an invaluable aid in engaging, advising and directing
local counsel in that jurisdiction. We are proud that, in its ninth edition, this publication
covers 25 jurisdictions.
This volume is the product of exceptional collaboration. I wish to commend and thank
our publisher and all the contributors for their extraordinary gifts of time and thought. The
subject matter is broad and the issues raised are deep, and a concise synthesis of a country’s
legal framework and practice was challenging in each case.
Nicolas Bourtin
Sullivan & Cromwell LLP
New York
June 2019
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Chapter 17

IRELAND
Karen Reynolds, Claire McLoughlin and Ciara Dunny1

I

INTRODUCTION

Generally, Ireland is considered a low-risk economy and a secure place in which to do business.
On 29 January 2019, Transparency International published its 2018 Corruption Perceptions
Index, which measures the perceived levels of public sector corruption in 176 countries. In
2018, Ireland ranked 18th with a score of 73. According to the index, Ireland continues to be
perceived as one of the least corrupt countries in the world. However, in spite of this, Ireland
has been criticised following the financial crisis for its lack of enforcement in the areas of
corporate governance and white-collar crime, and Transparency International’s 2018 Progress
Report assessing enforcement of the OECD’s Anti-Bribery Convention ranked Ireland as
conducting ‘little or no enforcement’ of the convention.
In November 2017, the Irish government published the Measures to Enhance Ireland’s
Corporate, Economic and Regulatory Framework, aimed at strengthening Ireland’s response
to corporate misconduct.2 The focus of the framework is combating white-collar crime and
has been developed to augment the existing regulatory and legislative framework in the area
of corporate, economic and regulatory crime. The measures are a further commitment by
the government to ensure Ireland is a secure place in which to do business.3 Since their
publication, a number of these measures have been introduced, such as the enactment of the
Criminal Justice (Corruption Offences) Act 2018 on 30 July 2018, which effectively repealed
and replaced the seven existing Prevention of Corruption Acts 1889 to 2010 with one statute.
In addition, the Law Reform Commission’s Report on Regulatory Powers and
Corporate Offences was published in October 2018, and this recommended a number of
reforms, such as:
a
the establishment of a sufficiently resourced and multidisciplinary statutory Corporate
Crime Agency;
b
the introduction of deferred prosecution agreements;
c
a core set of regulatory powers for all regulators in the wider economic context, such as in
competition law, communications regulation and health products regulation, including
the power to impose administrative sanctions and compliance settlements; and
d
a reformation of fraud offences to include liability for ‘subjective recklessness’.

1
2
3

Karen Reynolds and Claire McLoughlin are partners and Ciara Dunny is a senior associate at Matheson.
Measures to Enhance Ireland’s Corporate, Economics and Regulatory Framework, November 2017.
ibid.
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The Law Reform Commission also set out a number of recommendations for corporate
offences that would clarify the circumstances in which a corporate body could be held
criminally liable for systemic failures by its senior executives.
There has been a significant increase in regulatory oversight and enforcement in
Ireland in recent years. The Irish Data Protection Commission (DPC) is now one of the best
resourced data protection authorities in Europe, with huge investment in industry experts,
and investigations launched into 17 multinational technology companies. The Central
Bank, Ireland’s primary financial services regulator, continues to take a strong line on the
conduct and culture of the firms it regulates, promoting greater individual accountability and
taking a strong line on enforcement. It has imposed 127 fines on regulated entities under its
Administrative Sanctions Procedure, bringing total fines imposed by the Central Bank since
2006 to over €70 million. The Office of the Director of Corporate Enforcement (ODCE) in
Ireland has also recently launched a number of high-profile investigations into corporates for
matters relating to corporate governance.
There are a number of bodies, regulatory and otherwise, empowered to investigate
corporate conduct in Ireland, including:
a
An Garda Síochána (the Irish police);
b
the ODCE;
c
the Office of the Revenue Commissioners (the Revenue Commissioners);
d
the Central Bank; the Competition and Consumer Protection Commission (CCPC);
e
the DPC;
f
the Health and Safety Authority (HSA);
g
the Commission for Communications Regulation (ComReg);
h
Customs and Excise;
i
the Criminal Assets Bureau;
j
the Environmental Protection Agency;
k
the Health Products Regulatory Authority;
l
the Health Information and Quality Authority; and
m
the Workplace Relations Commission.
Offences are either summary (minor) or indictable (serious). In general, regulatory bodies
are authorised to prosecute summary offences. However, the Office of the Director of
Public Prosecutions (DPP) is the relevant body for the prosecution of criminal offences on
indictment. The DPP has no investigative function; the relevant regulatory or investigating
body prepares a file and submits it to the DPP for consideration. It is then solely at the
discretion of the DPP as to whether a case will be taken in respect of the suspected offence.
The investigation of criminal offences is primarily the function of the police. The police
have a wide range of powers, which include:
a
to approach any individuals and make reasonable enquiries to stop and search;
b
to seize evidence;
c
to enter and search premises; and
d
to detain and arrest.
There are a number of specialist units that support the police with investigations into
corporate misconduct, including the Garda National Economic Crime Bureau (GNECB),
the Criminal Assets Bureau (CAB) and the Garda National Cyber Crime Bureau (GNCCB).
The GNECB investigates economic crime, including fraud, CAB investigates the suspected
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proceeds of criminal conduct and the GNCCB is tasked with the forensic examination of
electronic data seized during the course of criminal investigations in addition to conducting
investigations into cyber crime or online offences.
Currently, the ODCE is afforded a wide range of investigative powers under the
Companies Act 2014 and is responsible for the enforcement of company law, including:
a
by way of fact-finding investigations;
b
prosecutions for suspected breaches of company law;
c
supervision of companies in official and voluntary liquidation and of unliquidated
insolvent companies;
d
restriction and disqualification of directors and other company officers;
e
supervision of liquidators and receivers; and
f
the regulation of undischarged bankrupts acting as company officers.
In respect of prosecution, the ODCE has the power to prosecute summary offences and to
refer cases to the DPP for prosecution on indictment.4 However, under the General Scheme
of the Companies (Corporate Enforcement Authority) Bill 2018, which was published in
December 2018, it is proposed that the ODCE will be re-established as an agency, in the
form of a commission, which will be known as the Corporate Enforcement Authority (CEA).
The CEA will be established as an independent company law compliance and enforcement
agency, and will have greater powers than the ODCE. The CEA will operate independently of
any government department in order to provide more independence in addressing company
law breaches. The establishment of the CEA is regarded as a fundamental element of the
government’s commitment to enhance Ireland’s ability to combat white-collar crime.
The primary function of the CEA will be to encourage compliance with the
Companies Act 2014. As such, its role will be to investigate instances of suspected offences
or non-compliance with the Companies Act 2014. This may involve the appointment of
inspectors, the commencement of criminal investigations and the resulting prosecution
of summary offences, together with the civil enforcement of obligations, standards and
procedures. The Bill also seeks to give the CEA new investigative tools. First, it provides for
the admission of written statements into evidence in certain circumstances and will create a
statutory exception to the rule against hearsay. Second, there is an enhanced power regarding
the searching of electronically held evidence in that the CEA will be permitted to access data
under the control of an entity or individual, regardless of where the data is stored and to
access it using any means necessary to ensure best compliance with evidence rules and digital
forensics principles.
The Central Bank also has investigatory and regulatory powers, including powers of
inspection, entry, search and seizure, in respect of financial institutions under the Central
Bank Act 1942, as amended. The Central Bank is responsible for regulating the financial
services industry. Its enforcement work can be divided into two processes: an administrative
sanctions procedure by which the Central Bank investigates breaches of financial services
law by regulated firms and individuals; and a fitness and probity regime pursuant to which
individuals in designated positions within regulated firms must be competent, capable,
honest, ethical, of integrity and financially sound. The Central Bank’s investigative powers
include compelling the production of documents, compelling individuals to attend
interviews and conducting on-site inspections. The Central Bank publishes its Strategic Plan

4

Section 949(c) and (d) of the Companies Act 2014.
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every three years, which sets out its priorities for the next three-year period based on a set of
strategic themes and their statutory and organisational objectives. In its current Strategic Plan
2019–2021, it lists the following themes as its strategic objectives: strengthening resilience;
Brexit; strengthening consumer protection; engaging and influencing; and enhancing
organisation capability.
The Revenue Commissioners is the government agency responsible for the assessment
and collection of taxes. It also has investigative and prosecutorial powers to:
a
enter and search premises;
b
inspect goods and records;
c
take samples;
d
question individuals;
e
remove and retain records;
f
stop, search and detain vehicles;
g
seize and detain goods and conveyances; and
h
search and arrest individuals.
The investigation and prosecutions division is responsible for the development and
implementation of policies, strategies and practices in relation to serious tax evasion and
fraud offences. It has a wide range of powers, which include: to conduct civil investigations;5
to conduct investigations into trusts and offshore structures, funds and investments;6 and
to obtain High Court orders.7 Of particular significance is the power to obtain information
from financial institutions and procure search warrants to this effect.8
The CCPC is responsible for enforcing competition and consumer protection law, and
holds extensive powers of investigation in relation to suspected breaches of competition and
consumer protection law. The CCPC has powers of entry and search and seizure, including
the power to search any premises used in connection with a company.9 Its search powers
are not confined to a company’s offices but extend to the homes of directors or employees.
The CCPC’s powers extend to compelling evidence and individuals, powers recently utilised
during its ongoing investigation in the motor insurance sector in Ireland.
ComReg is responsible for the regulation of the telecommunications industry and
is one of the more prolific regulatory enforcers in Ireland, with wide ranging powers of
investigation, including powers to compel evidence, powers of entry and search and seizure,
and the power to levy fines through applications to the Irish courts.
The regulatory body previously known as the Office of the Data Protection Commission
is now known as the DPC under the Data Protection Act 2018. It is responsible for
upholding the fundamental right of individuals to data privacy through the enforcement and
monitoring of compliance with data protection legislation in Ireland. If the DPC receives a
complaint relating to a breach of data protection rights, it is obliged to investigate the alleged
breach, though it will generally require the complainant to raise the matter directly with
the organisation concerned in the first instance. Additionally, the DPC may investigate the
unlawful processing of personal data and audit data processors of its own accord. The DPC

5
6
7
8
9

Section 899 of the Taxes Consolidation Act 1997.
ibid., Section 895.
ibid., Sections 902A and 908.
ibid., Section 908C.
Section 36 of the Competition and Consumer Protection Act 2014.
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secures compliance with data protection law through the exercise of its statutory powers,
including the use of enforcement notices. It is an offence for a controller or processor to fail
to comply with an enforcement notice without reasonable excuse. The HSA is responsible
for ensuring that workers are protected from work-related injury and ill health by enforcing
occupational health and safety law. The powers of the HSA include the right of entry, the
right of inspection, the right to require the production of records, the right to require the
provision of information, the right to take measurements and samples, and the right to
require that machinery be dismantled.
The DPP was created by statute with the specific aim of maintaining prosecutorial
independence. Section 6 of the Prosecution of Offences Act 1974 makes it an offence for
persons (other than an accused, suspect, victim or person directly involved) to communicate
with the DPP with a view to influencing a decision to commence or continue criminal
proceedings. However, arguably there is a lack of transparency in relation to the decisions to
prosecute, or not prosecute, particular crimes, as the DPP does not publish the reasons for
a decision on prosecution. The DPP introduced a pilot scheme on 22 October 2008, under
which the DPP will publish the reason for its decision not to prosecute in cases where an
individual has died as a result of an alleged crime, including manslaughter and workplace
death. For all decisions made on or after 16 November 2015, a victim can ask the DPP for a
summary of the reasons for its decision.
Investigating authorities may request companies in Ireland to assist them in their
investigations on a voluntary basis. There are specific provisions pursuant to which regulatory
and law enforcement authorities can compel cooperation or participation of a company or
individual; however, these provisions are often not exercised at least in the first instance.
Companies and individuals should be cognisant of contractual obligations of confidentiality
and the rights of privilege against self-incrimination if any such request is made by any
regulatory or law enforcement authority.
II

CONDUCT

i

Self-reporting

There are a number of legislative provisions that impose a positive obligation on persons
(including companies) to report wrongdoing in certain circumstances:
a
Section 19 of the Criminal Justice Act 2011 (the 2011 Act) provides that a person is
guilty of an offence if he or she fails to report information that they know or believe
might be of material assistance in preventing the commission of, or securing the
prosecution of, another person of certain listed offences, including many white-collar
offences. The disclosure is required to be made as soon as is practicable. However, the
person considering making the report may need to make enquiries to be satisfied that
a report is justified. The applicable standard for what information meets the threshold
of ‘material assistance’ in preventing the commission of, or securing the prosecution of,
an offence has not yet been expanded on or tested before the Irish courts. However, in
the recent Supreme Court decision of Sweeney v. Ireland,10 the court saw a challenge to
the constitutionality of a nearly identical offence under Section 9(1) of the Offences
Against the State (Amendment) Act 1998. The wording of Section 19(1)(b) of the

10

Attorney General and Director of Public Prosecutions [2019] IESC 39.
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b

c

d

e

f

2011 Act is identical to that of Section 9(1)(b) of the 1998 Act except that the former
applies to a ‘relevant offence’ and the latter applies to a ‘serious offence’. In finding that
the provision was sufficiently certain, the Supreme Court held that the 1998 Act was
clear in what it obliges witnesses to do: to disclose information pertaining to serious
offences which they know will aid in the prosecution of such an offence. The judgment
also discussed the similar reporting obligation under Section 19 of the Criminal Justice
Act 2011, among others, and while the Court noted that no comment has been made
as to the constitutionality of such similar provisions, the decision provides clarification
that such reporting obligations would likely withstand any legal challenge and thus,
trigger criminal offences if not complied with.
The relevant offences for the purposes of the 2011 Act are specified in Schedule 1 of
the 2011 Act and include offences under the Criminal Justice (Corruption Offences)
Act 2018. As a result, it imposes a mandatory obligation on both companies and
individuals to report suspected instances of bribery and corruption. However, no
specific statutory provision exists in Ireland providing for leniency where a company
self-reports a corruption or bribery offence.
Section 38(2)(a) of the Central Bank (Supervision and Enforcement) Act 2013 places
an obligation on the senior personnel of a regulated financial services body to disclose
to the CBI, as soon as is practicable, information relating to a suspicion of, or the
commission of, an offence under financial services legislation.
Section 42(1) of the Criminal Justice (Money Laundering and Terrorist Financing)
Act 2010 provides that certain designated persons have an obligation to report any
knowledge or suspicion that another person has been or is engaged in an offence of
money laundering or terrorist financing to the police and the Revenue Commissioners.
Section 59 of the Criminal Justice (Theft and Fraud Offences) Act 2001 obliges the
auditor of a company to disclose to the police information of which the auditor may
become aware in the course of his or her duties that suggests the commission by the
company or entity of any offences under that Criminal Justice (Theft and Fraud
Offences) Act 2001. This obligation is notwithstanding any professional obligations of
privilege or confidentiality on the part of the auditor.
Section 393 of the Companies Act 2014 places a duty on auditors to report to the
ODCE where an auditor comes into possession of information that leads him or her
to believe that a Category 1 or 2 offence may have been committed. The Companies
Act 2014 sets out the different types of offences by categorising them from 1 to 4, with
Category 1 being the most serious. Category 1 offences include offences such as false
accounting and fraudulent trading. Category 2 offences range from financial assistance,
dishonest dealings before a company becomes insolvent or goes into liquidation, failure
to keep adequate accounting records, failure to communicate with and make full
disclosure to statutory auditors and other similar offences.

Although, in practice, self-reporting may be a mitigating factor in prosecution or sentencing,
immunity or leniency based on this conduct is rarely expressly afforded by legislation.
However, the list of sanctioning factors set out in the CBI’s Administrative Sanctions
Procedure includes ‘how quickly, effectively and completely the regulated entity brought the
contravention to the attention of the CBI or any other relevant regulatory body’.11

11

‘Outline of Administrative Sanctions Procedure’, published by the Central Bank of Ireland in 2018.
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The DPP has a general discretion whether to prosecute in any case having regard to
public interest. Within that discretion is the power to grant immunity in any case. Any grant
of immunity will generally be conditioned on the veracity of information provided and an
agreement to give evidence in any prosecution against other bodies or individuals. There are
no specific guidelines governing the granting of immunity in general. However, in the realm
of competition law, the CCPC, in conjunction with the DPP, operates a Cartel Immunity
Programme (CIP) in relation to breaches of the Competition Act 2002, as amended.
Applications for immunity under the CIP are made to the CCPC. However, the decision to
grant immunity is ultimately at the discretion of the DPP.
A person applying for immunity under the CIP must come forward as soon as possible,
and must not alert any remaining members of the cartel to their application for immunity
under the programme. Further, the applicant must not have incited any other party to enter
or participate in the cartel prior to approaching the CCPC. It is important to note that
immunity under the CIP is available only to the first member of a given cartel who satisfies
these requirements.
Once an application for conditional immunity has been granted, a positive duty is
imposed on the applicant to cooperate fully with the investigation, on a continuing basis
and at no expense to the CCPC. In particular, the applicant must reveal all cartel offences in
which he or she was involved and provide full disclosure in relation to same. If the applicant
is a company or corporation, the application for immunity must be made by the company
in its separate legal capacity. Failure to comply with the requirements set out in the CIP may
result in conditional immunity being revoked by the DPP.
ii

Internal investigations

There is generally no restriction on a company initiating an internal investigation, particularly
in relation to suspected criminal conduct. The company is only under an obligation to share
the results of an investigation with the relevant authorities where it is required under a court
order, statute or self-reporting obligation (see Section II.i). In considering such matters, the
advice of external legal counsel is usually engaged.
An internal investigation usually makes use of a wide range of evidence – hard-copy
and electronic documentation, witness interviews, computer forensics and financial records
are all open to an internal investigation.
There has been some clarification of issues surrounding fair procedures in recent case
law. In Joyce v. Board of Management of Colaiste Iognáid, the High Court held that natural
justice principles do not apply at the initial stages of an investigation, such as the initial
consideration of an issue, but are engaged when formal proceedings from which findings may
be drawn commence.12
If witness interviews are conducted, the employees in question have no statutory right
to legal representation. However, if an employee or witness is, or may become, the subject
of the investigation, the employer should consider advising the employee or witness to have
legal representation to be sure of being afforded fair procedures rights and to prevent any later
legal challenge to the investigation process. However, this should be assessed case by case.
Any requirement to disclose documents obtained through an internal investigation to
the authorities is qualified by legal professional privilege. Documentation may attract legal

12

[2015] IEHC 809.
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professional privilege, either in the form of legal advice privilege or litigation privilege. Legal
advice privilege protects from disclosure, any confidential communications between a lawyer
and his or her client created for the purpose of seeking, giving or obtaining legal advice.
In Miley v. Flood,13 the High Court confirmed that legal professional privilege can only be
invoked in respect of legal advice and not in respect of legal assistance. Litigation privilege,
which is broader than legal advice privilege, applies to confidential communications between
a lawyer and a client, or one of them and a third party such as an expert, the dominant
purpose of which is for use in contemplated or existing litigation.
In the recent decision in Re Sean Dunne (a bankrupt) v Yesreb Holding & anor: Celtic
Trustees v Sean Dunne (a bankrupt),14 the Irish courts adopted a narrow view regarding the
purpose for which a document was created during an investigation. The court found that
litigation privilege did not attach to the transcript of an interview carried out by the official
assignee with one of the vendors of a property that had been purchased by Sean Dunne,
as the dominant purpose of the interview was for investigation rather than the conduct of
litigation, though it was accepted that litigation was apprehended at the time of the interview.
However, the refusal to recognise the transcript as privileged may have stemmed from the
particular facts of the case and the fact the investigation was carried out under a statutory
investigative order.
In another recent decision of the Irish High Court in Director of Corporate Enforcement
v. Buckley,15 the Court affirmed the position that privilege can apply in the context of a
regulatory investigation where expert input is sought and provided. In that case, the
respondent resisted access to documents on the basis that they were legally privileged ‘for
the purpose of providing instructions and obtaining legal advice and also in contemplation
/ furtherance of litigation and an investigation’ by the ODCE. The Court accepted the
respondent’s argument that electronic communications between a company director, his
solicitor and an IT employee attaching a draft response to a request from the ODCE during
the course of a statutory investigation were protected by privilege where the communication
was issued ‘for the purposes of advancing the respondent’s draft statement and was sent on a
confidential basis and without a waiver of privilege by the respondent’.
Privilege over any document is a right of the client, which he or she may choose to
waive. In general, the disclosure of an otherwise privileged document to a third party will
waive privilege. However, following the decision in Fyffes v. DCC,16 the courts will permit the
disclosure of an otherwise privileged document to a third party for a limited and specified
purpose without privilege being waived. In these circumstances, it is essential that the
entity making the disclosure seeks assurances by way of a confidentiality agreement that the
recipient will not disclose the privileged documents and will use them only for the specified
and limited purpose for which they have been disclosed.
Therefore, in the context of regulatory investigations, legal professional privilege is
relevant when considering the power of regulatory authorities to inspect documentation and
compel the production of documents.

13
14
15
16

(2001) 2 IR 50.
[2018) IEHC 51.
[2018] IEHC 51.
(2005) IESC 3.
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iii

Whistle-blowers

The Protected Disclosures Act 2014 (the Protected Disclosures Act) is the key piece of
legislation in relation to reporting suspicions of illegal activity. It is the first comprehensive
piece of legislation governing whistle-blowing, where previously only piecemeal provisions
existed. Public sector bodies must now put in place whistle-blowing policies that meet the
requirements of the Protected Disclosures Act; and where private sector companies have
policies in place, they must review them to ensure they are aligned to the provisions of the
Protected Disclosures Act. The Industrial Relations Act 1990 (Code of Practice on Protected
Disclosures Act 2014) (Declaration) Order 2015 (the Code of Practice) gives guidance on
what should be contained in a whistle-blowing policy.
Part 3 of the Protected Disclosures Act sets out the protections offered to those who
make protected disclosures. If a worker makes a protected disclosure, the employer in
question may face liability for dismissing or penalising the worker, bringing an action for
damages or an action arising under criminal law, or disclosing any information that might
identify the person who made the disclosure. Further, the Protected Disclosures Act makes
provision for a cause of action in tort for the worker for detriment suffered as a result of
making a protected disclosure.
Section 5 of the Protected Disclosures Act defines a ‘protected disclosure’ as a disclosure
of relevant information, made by a worker, which, in his or her reasonable belief, shows a
‘relevant wrongdoing’ and which came to his or her attention in the course of his or her
employment. Section 5(3) of the Protected Disclosures Act defines a ‘relevant wrongdoing’ as:
a
relating to the commission of an offence;
b
non-compliance with a legal obligation (except one arising under the worker’s
employment contract);
c
a miscarriage of justice;
d
endangerment of health and safety;
e
damage to the environment;
f
misuse of public funds;
g
mismanagement by a public body; or
h
concealing or destroying information relating to any of the above.
The definition of ‘worker’ in Section 3 of the Protected Disclosures Act is also quite broad
in its scope and covers employees (including temporary and former employees), interns,
trainees, contractors, agency staff and consultants.
The Protected Disclosures Act also sets out a procedure for redress for a worker who
makes a protected disclosure. If the matter is part of an unfair dismissals claim by the worker
and an Adjudication Officer of the Workplace Relations Commission finds in favour of the
worker, it can require the employer to take a specified course of action or require the employer
to pay compensation of up to 260 weeks’ remuneration to the worker.17
Save in respect of disclosures that involve the disclosure of trade secrets (see below),
the motivation for making a disclosure is irrelevant and there is no obligation that such a
disclosure must be made in the public interest. This provision aims to protect companies
from malicious and ill-founded claims.

17

Sections 11 and 12 of the Protected Disclosures Act 2014.
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The Protected Disclosures Act closely reflects, and brings Ireland in line with,
international best practice in the area. In achieving its principal aim of protecting those who
make a protected disclosure from reprisal from their employers, it places a significant burden
on employers in all sectors to ensure they have adequate policies in place and conform to
their requirements.
It is worth noting that the European Parliament have agreed on a proposal for a directive
that would provide minimum whistle-blowing protection standards across Europe. The
standards proposed largely reflect those in place in Ireland already, but the most likely impact
would be the potential broadening of the definition of what is a protected disclosure. The
next step would be for the proposed directive to be approved by EU ministers. Implementing
legislation would then be needed in Ireland. Member States will then have two years to
comply with the directive.
In addition, a new EU wide directive concerning trade secrets (Directive 2016/943
on the protection of undisclosed know-how and business information (trade secrets) against
their unlawful acquisition, use and disclosure (the Trade Secrets Directive)) was given legal
effect in Ireland in June 2018 by way of the European Union (Protection of Trade Secrets)
Regulations 2018. The 2018 Regulations provide for civil redress measures and remedies if a
trade secret is unlawfully acquired, used or disclosed, and stipulate that a whistle-blower must
prove their motivation for revealing trade secrets as part of the protected disclosure where they
decide to so. Before this amendment, the motivation of a whistle-blower was not relevant.
Pursuant to the 2018 Regulations, whistle-blowers may be liable to a fine of €50,000 and a
three-year custodial sentence for making a protected disclosure, using trade secrets, where the
individual cannot prove that the disclosure was motivated by the protection of the general
public interest.
III

ENFORCEMENT

i

Corporate liability

The Interpretation Act 2005 provides that in all Irish legislation, any reference to ‘persons’
includes references to companies and corporate entities. Therefore, a company can, in theory,
be subject to criminal or civil liability in the same manner as an individual and can be liable
for the conduct of its employees and officers. However, corporate liability has predominantly
been restricted to offences where a fault element (mens rea) is not required, namely those of
absolute, strict and vicarious liability. Many regulatory offences carrying corporate liability
are established as such offences.
For example, Section 343(11) of the Companies Act 2014 imposes absolute liability in
circumstances where a company fails to send its annual financial accounts to the Company
Registrations Office, and provides that the company will be guilty of an offence. In contrast,
Section 271 of the Companies Act 2014 provides that an officer of a company will be
presumed to have permitted a default by the company, unless the officer can establish that
he or she took all reasonable steps to prevent the default, or was unable to do so by reason
of circumstances beyond his or her control. Under the recently enacted Criminal Justice
(Corruption Offences Act) 2018 (the Corruption Offences Act), a company can be held liable
for corrupt actions committed for its benefit by any director, manager, secretary, employee,
agent or subsidiary, unless the company can demonstrate that it took ‘all reasonable steps and
exercised all due diligence’ to avoid the offence being committed.
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Additionally, the Competition Act 2002 imposes vicarious liability by providing, for
the purposes of determining the liability of a company for anticompetitive practices or abuse
of a dominant position, that the acts of an officer or employee of a company carried out for
the purposes of, or in connection with, the business affairs of the company will be regarded
as an act of the company.
While theoretically a company can be guilty of a mens rea offence, the means of
attributing the acts of an employee to a company for the purposes of criminal liability is not
settled in Irish law. The Irish and English courts have recognised two modes of importing
direct liability to a company: the identification doctrine and the attribution doctrine. The
former focuses on the extent to which the individual employee or officer who committed
the offence represents the ‘directing mind and will’ of the company, thereby rendering the
company criminally liable. The attribution doctrine, on the other hand, is not concerned with
the individual’s position in the company, but rather imposes a form of absolute liability on
companies where their officers or employees commit offences in the course of, and connected
with, their employment. While there is conflicting jurisprudence on the preferred approach,
only the identification doctrine has been endorsed by the Irish Supreme Court,18 albeit in
the context of the imposition of civil liability on a corporation. The uncertainty in this area
about the correct test to apply to determine to criminal liability of a corporate has led the
Law Reform Commission to make a number of recommendations for reform in this area in
its 2018 Report on Regulatory Powers and Corporate Offences.
If it is proposed that companies and individuals would be represented by the same
counsel, the rules governing conflicts of interest in the Solicitors’ Code of Conduct would
warrant consideration, which provides that: ‘if a solicitor, acting with ordinary care, would
give different advice to different clients about the same matter, there is a conflict of interest
between the clients, and the solicitor should not act for both.’ Each case will be different and
will need to be considered on its own specific facts.
ii

Penalties

Irish criminal legislation typically provides for monetary fines or terms of imprisonment
for offences. Given the nature of corporate entities, the most common form of sanction
against a corporate entity is a fine. However, while less common, legislation also provides for
compensation orders19 (whereby the guilty party is required to pay compensation in respect
of any personal injury or loss to any person resulting from the offence), adverse publicity
orders20 (in the form of publication of the offence and the identity of the entity found guilty)
and remedial orders21 (to undo the harm caused by the offence).
Another common sanction against directors of companies is a disqualification order.
Under Section 839 of the Companies Act 2014, where a person has been convicted of an
indictable offence in relation to a company, or convicted of an offence involving fraud or

18
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Superwood Holdings plc v. Sun Alliance and London Insurance plc (1995) 3 IR 303.
Section 6(1) of the Criminal Justice Act 1993.
Section 85 of the Safety, Health and Welfare At Work Act 2005; Section 1086 of the Taxes Consolidation
Act 1997.
Sections 75 and 85 of the Consumer Protection Act 2007, as amended by the European Union
(Consumer Information, Cancellation and Other Rights) Regulations 2013; Section 1078(3A) of the
Taxes Consolidation Act 1997.
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dishonesty, that person may not be appointed to, or act as, an auditor, director or other officer,
receiver, liquidator or examiner or be in any way, whether directly or indirectly, concerned or
take part in the promotion, formation or management of any company.
The CBI also operates the Administrative Sanctions Procedure pursuant to the Central
Bank Act 1942, as amended. This legislation bestows a range of sanctions at the CBI’s
disposal. Part IIIC, as amended, sets out the powers of the CBI to impose sanctions in respect
of the commission of prescribed contraventions by regulated financial services providers. The
monetary penalty for financial institutions is an amount up to €10 million or 10 per cent
of the annual turnover of the regulated financial service provider in the last financial year,
whichever is the greater.22 As mentioned above, since 2006, the Central Bank has imposed 127
fines on regulated entities under its Administrative Sanctions Procedure, bringing total fines
imposed by the Central Bank to over €70 million. The CBI has used these powers to reach
settlements with financial institutions for regulatory breaches. In addition, the CBI has the
power to suspend or revoke a regulated entity’s authorisation in respect of one or more of its
activities. The Law Reform Commission has recommended in its 2018 Report on Regulatory
Powers and Corporate Offences that the Administrative Sanctions Procedure should, subject
to some reforms, be extended to similarly situated financial and economic regulators.
A wide range of penalties exist under the Competition (Amendment) Act 2012. The
maximum prison sentence for an offence relating to anticompetitive agreements, decisions
and concerted practices is 10 years, and the maximum monetary penalty is a fine of €5 million
or 10 per cent of turnover.23 Further, the Irish courts have jurisdiction under the Companies
Act 2014 to disqualify an individual from acting as a director of a company if that individual
is convicted of a competition offence on indictment.24
Under the Corruption Offences Act, if convicted, a company or an individual is
liable to a fine of up to €5,000 on summary conviction or an unlimited fine on conviction
on indictment.25 On conviction, an individual may also be liable to up to 12 months’
imprisonment on summary conviction and up to 10 years’ imprisonment on indictment,
together with the forfeiture of any gift, consideration or advantage obtained in connection
with the offence or property to the value of such gift, consideration or advantage.26 With
regard to a public official, a court may order that they be removed from their public
position.27 The court can also prohibit those convicted of corruption offences from seeking
public appointment for up to 10 years.28
iii

Compliance programmes

Compliance programmes are not generally provided for in legislation as a defence to criminal
proceedings. The Corruption Offences Act was commenced on 30 July 2018, and is the
principal statutory source of bribery law in Ireland repealing the Public Bodies Corrupt
Practices Act 1889 and the Prevention of Corruption Act 1906–2010. The Corruption
Offences Act has consolidated and modernised the Irish law in this area and is expected to
have a significant impact on corporates operating in Ireland. A notable provision, similar to
22
23
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The Central Bank (Supervision and Enforcement) Act 2013.
Section 2 of the Competition (Amendment) Act 2012.
Section 839 of the Companies Act 2014.
Section 17(1)(a) of the Criminal Justice (Corruption Offences) Act 2018.
ibid., Section 17(1)(b).
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the content of Section 7 of the UK Bribery Act 2010, is Section 18(2) of the Corruption
Offences Act, which provides that a company may be held liable for the corrupt actions
committed for its benefit by any director, manager, secretary, employee, agent or subsidiary.
The Corruption Offences Act contains an explicit defence for a company charged with an
offence under Section 18 if it can show that the company took ‘all reasonable steps and
exercised all due diligence to avoid the commission of the offence’.
If a company is found guilty of an offence, a wide range of factors may be taken into
account when sentencing and these are at the discretion of the court. Mitigating factors
include whether the company ceased committing the criminal offence upon detection or
whether there were further infringements or complaints after the offence was detected,
whether remedial efforts to repair the damage caused were used by the company and whether
the company itself reported the infringement before it was detected by the prosecuting
authority. Additionally, in imposing any sentence, the court must comply with the
principle of proportionality as set out in People (DPP) v. McCormack.29 The existence and
implementation of a compliance programme may assist in reducing the quantum of any
sentence to be imposed, but there is no legislative mechanism for this.
iv

Prosecution of individuals

When there are allegations of an individual’s misconduct in the course of his or her
employment, the company may first conduct an internal investigation into the alleged
offence. If the company concludes that the alleged conduct did take place, the company may
be required to report this activity to the relevant authorities. During this investigation, the
individual may be placed on ‘gardening leave’ or be suspended. However, in the case of Bank
of Ireland v. O’Reilly, the High Court stipulated that employers must exercise extreme care
when suspending an employee pending an investigation.30
However, if criminal prosecution precedes an internal investigation, in general, internal
disciplinary procedures are suspended, based on respecting the individual’s right to silence.
Notably, the High Court has decided that the acquittal of an employee of criminal charges
does not preclude employers from considering whether an employee should or should not be
dismissed on the basis of the impugned conduct.31
There is a prohibition on indemnifying directions in respect of any liability that
would otherwise attach to him or her in respect of any negligence, default, breach of duty or
breach of trust of which he or she may be guilty in relation to the company32. However, the
Companies Act 2014 also provides that a company may purchase and maintain, for any of its
officers or auditors, directors and officers (D&O) insurance in respect of any liability arising
under negligence, default, breach of duty or breach of trust.33 Accordingly, a company may
indemnify an officer of the company for any liability incurred by him or her in defending the
proceedings, whether civil or criminal, provided judgment is given in the individual’s favour
or the individual is acquitted.34 In practice, D&O policies tend to exclude losses resulting
from fraud or dishonesty, malicious conduct and the obtaining of illegal profit.
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Mooney v. An Post (1998) 4 IR 288.
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Section 235(4) of the Companies Act 2014.
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The Corruption Offences Act provides for the criminal liability of corporate bodies
where a director, manager, secretary or other officer, employee or subsidiary commits an
offence with the intention of obtaining or retaining business or an advantage in the conduct
of business.
Almost all modern Irish regulatory legislation includes a standard provision allowing
the imposition of personal criminal liability on directors, managers or other officers of a
company, if the company commits an offence. Typically, this standard provision states:
Where an offence under this Act is committed by a body corporate or by a person acting on behalf of a
body corporate and is proved to have been so committed with the consent, connivance or approval of,
or to have been facilitated by any neglect on the part of any director, manager, secretary or any other
officer of such body, such person shall also be guilty of an offence.

The Corruption Offences Act also provides under Section 18(3) that, where a corruption
offence was committed with the consent, connivance, or was attributable to the wilful neglect,
of a person who was a director, manager, secretary or other officer of the body corporate, or
a person purporting to act in that capacity, then the individual may also be found liable in
their personal capacity.
Although, to date, prosecutions of individuals under such provisions are relatively rare,
it is worth mentioning a recent decision of the Court of Appeal, DPP v. TN 35 where the court
found a manager may be prosecuted for company offences where he or she has functional
responsibility for a significant part of the company’s activities and has direct responsibility
for the area in controversy. The court observed that, in the modern business environment,
responsibilities are distributed such that it is difficult to say that one individual is responsible
for the management of the whole of the affairs of a company. A ‘manager’ does not have to be
actively involved in every area of the company’s business. The individual in this case, Mr TN,
had no involvement in the financial side of the business, but he had direct responsibility for
the operation of the facility and for compliance with the terms of its waste licence.
IV

INTERNATIONAL

i

Extraterritorial jurisdiction

Ireland does not, in general, assert extraterritorial jurisdiction in respect of acts conducted
outside the jurisdiction. However, extraterritorial jurisdiction may be conferred by statute
to varying degrees. For instance, Section 4 of the Competition Act 2002 provides that it is
an offence to be a party to an anticompetitive agreement that has the effect of preventing,
restricting or distorting competition in trade in goods or services within the state. Importantly,
the Section is not restricted to agreements made within Ireland.
There are a number of specific offences for which Ireland exercises extraterritorial
jurisdiction.
Corruption
As mentioned, the Corruption Offences Act was introduced on 30 July 2018. The Corruption
Offences Act is designed to consolidate a range of legislation enacted between 1889 and 2010
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and introduce new offences and other revisions, some of which derive from the Tribunal
of Inquiry into Certain Planning Matters and Payments. The Act further modernises
anti-corruption laws and will help Ireland meet its commitment to various international
anti-corruption instruments, such as EU Council Decisions, the United Nations Convention
on Corruption, the OECD Convention on Bribery of Foreign Public Officials and the
Council of Europe Criminal Law Convention on Corruption.
Money laundering
The Criminal Justice (Money Laundering and Terrorist Financing) Act 2010 (the CJ(MLTF)
Act) sets out specific circumstances in which an action can be interpreted as money laundering
outside Ireland. If an individual or a company engages in conduct in a foreign jurisdiction
that would constitute a money laundering offence both under the CJ(MLTF) Act and in that
foreign jurisdiction, they can be prosecuted in Ireland.36 This extraterritorial jurisdiction may
only be exercised if the individual is an Irish citizen, ordinarily resident in the state; or the
body corporate is established by the state or registered under the Companies Act.
The Criminal Justice (Money Laundering and Terrorist Financing) (Amendment)
Act 2018 came into force on 26 November 2018. This act gives effect to the EU Fourth
Money Laundering Directive (Directive 2015/849 (4AMLD)) and makes a range of
amendments to existing anti-money laundering (AML) legislation set out in the Criminal
Justice (Money Laundering and Terrorist Financing) Acts 2010 and 2013. The Act itself
imposes increased responsibility on ‘obliged entities’ to identify and assess potential risks of
money laundering and terrorist financing in their business relationships and transactions.
Aside from the requirement to identify individuals holding ultimate beneficial ownership,
the most important change it introduces in Irish law is the inclusion of both domestic and
foreign politically exposed persons (PEPs) under the new rules. Previously, only foreign PEPs
were subject to a mandatory enhanced regime.
ii

International cooperation

The Criminal Justice (Mutual Assistance) Act 2008 (the Mutual Assistance Act)37 is the
primary piece of legislation governing mutual legal assistance between Ireland and other
countries. The extent of available cooperation under mutual legal assistance procedures
is dependent on the identity of the corresponding state. The greatest level of cooperation
exists between Ireland and other EU Member States. Cooperation with third countries
(those outside the European Economic Area) is dependent on their ratification of relevant
international agreements or the existence of a mutual assistance treaty agreed between them.
Most notably, the Mutual Assistance Act allows Ireland to take evidence in connection
with criminal investigations or proceedings in another country, search for and seize material on
behalf of another country, serve a summons or any other court process on a person in Ireland
to appear as a defendant or witness in another country, and transfer a person imprisoned in
Ireland to another country to give evidence in the foreign criminal proceedings.
In April 2018, the European Commission proposed a legislative package, which actually
consists of two strongly interconnected proposals:

36
37

Section 8 of the Criminal Justice (Money Laundering and Terrorist Financing) Act 2010.
As amended by the Criminal Justice (Mutual Assistance) (Amendment) Act 2015.
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a
b

a Proposal for a Regulation on European Production and Preservation Orders for
electronic evidence in criminal matters; and
a Proposal for a Directive laying down harmonised rules on the appointment of legal
representatives for the purpose of gathering evidence in criminal proceedings, which is
often referred to as the proposal on ‘E-evidence’.

The E-evidence proposal will make it faster and easier for law enforcement authorities
of Member States to obtain cross-border evidence. E-evidence proposes to introduce
European Production and Preservation Orders in criminal matters. In effect, it allows a
competent authority from one Member State to make a direct request to service providers
in other Member States in order to obtain access to, or preservation of, electronic data for
criminal investigations.
There are a number of additional measures in place to facilitate Ireland’s cooperation
with other EU Member States, including the Council Framework Decision on Freezing
Orders and the Council Framework Decision on the European Evidence Warrant. In addition
to this, Council Regulation 1206/200138 allows a court in another EU Member State (other
than Denmark) to take evidence from a witness connected to court proceedings in Ireland.
This is provided for under the Rules of the Superior Courts.39
Ireland is subject to the European Arrest Warrant Framework Decision, which was
implemented by virtue of the European Arrest Warrant Act 2003, as amended by the
European Arrest Warrant (Application to Third Countries and Amendment) and Extradition
(Amendment) Act 2012. This governs all extradition procedures between EU Member States.
The High Court is the competent authority for issuing a European arrest warrant if the
individual sought is accused of an offence for which the maximum penalty is at least one year
in prison, or if he or she has already been sentenced to a prison term of at least four months.
A European arrest warrant does not have a dual criminality requirement – meaning the offence
must be prohibited under the domestic law of both countries – for certain serious offences,
such as corruption, fraud or money laundering. This legislation can extend to individuals
from non-EU countries upon consultation between the Minister for Foreign Affairs and the
Minister for Justice and Equality. Generally, extradition to non-EU countries is governed
by the Extradition Act 1965, as amended (the Extradition Act). There are a number of
preconditions to non-EU extradition. First, there must be an extradition agreement in place
between Ireland and the non-EU country before an extradition can take place. Second, the
Extradition Act retains a requirement of dual criminality. Third, the Extradition Act excludes
extradition for political, military and revenue offences.
While there is currently a lot of uncertainly concerning what a post-Brexit United
Kingdom will look like, it is likely that in a no-deal scenario, the United Kingdom will
no longer be party to Europol or Eurojust, and no longer operate the European Arrest
Warrant. Instead, according to the Law Enforcement and Security (Amendment) (EU exit)
Regulations 2019, it will revert to the 1957 European Convention on Extradition regime.
The Irish Government’s General Scheme of the Miscellaneous Provisions (Withdrawal of the
United Kingdom from the European Union on 29 March 2019) Bill 2019 likewise proposes
application of the European Convention on Extradition regime to extradition between
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the United Kingdom and Ireland. This may have a negative impact on the efficiency with
which the United Kingdom will be able to combat illicit activity after Brexit occurs. The UK
Serious Fraud Office has also indicated that loss of access to EU measures and tools in this
context will adversely affect investigations and prosecutions, representing a strategic risk to
the United Kingdom.
The transposition of the EU 4AMLD into Irish law has also led to further enhanced
international cooperation, as the Directive requires information to be shared between
competent national authorities, including the creation of a central register of beneficial
owners of entities. Under the EU Fifth Money Laundering Directive (due to be transposed by
Member States by 10 January 2020), the Central Register will, in effect, widen the inspection
net to the public in most cases.
The European Union (Anti-Money Laundering: Beneficial Ownership of Corporate
Entities) Regulations 2019 came into force on 22 March 2019, save for Part 3. Part 3
concerns the new Central Register of Beneficial Ownership, which will become operative
on 22 June 2019. The aim of the 2019 Regulations is to bring Ireland’s beneficial ownership
regulations in line with the 4AMLD as amended by the Fifth Money Laundering Directive.
Therefore, the 2019 Regulations establish that the New Central Register of Beneficial
Ownership of Companies and Industrial and Provident Societies is to be created on
22 June 2019. The deadline for filing for relevant entities is 22 November 2019.
iii

Local law considerations

There are a number of legal considerations to be aware of in relation to a cross-jurisdictional
investigation, in particular in the areas of banking confidentiality, data privacy and
constitutional law.
An obligation of bank–client confidentiality is implied by common law. However,
this obligation can be breached in limited circumstances, including where the terms of the
contract with the customer so provide or a bank is compelled by law to disclose information.40
The General Data Protection Regulation 2016 (GDPR)41 became effective across the
EU Member States on 25 May 2018. The GDPR introduces significant changes to data
subject rights, supervision and enforcement, and the scope of the application of EU data
protection law in that companies based outside the EU will be subject to GDPR when
offering services in the EU. The Law Enforcement Data Protection Directive 2016 (the
2016 Directive)42 was adopted in parallel with GDPR and governs the processing of personal
data by data controllers for ‘law enforcement purposes’, which falls outside the scope of
the GDPR. The Data Protection Act 2018 gives further effect to the GDPR and the 2016
Directive while largely, though not entirely, repealing the previous Data Protection Acts. The
Data Protection Act 2018 was signed into law on 24 May 2018, to coincide with the coming
into effect of the GDPR.
Litigation in respect of data subject access requests was prevalent throughout 2018,
including a series of Nowak cases, following on from the CJEU’s decision in Nowak v. DPC
(20 December 2017) (C-434/16). In that case, a broad interpretation was given to ‘personal
data’ and it was held that the use of the expression ‘any information’ in the definition of
‘personal data’ in the Data Protection Directive 95/46/EC reflects the aim of the EU legislature
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to assign a wide scope to the concept, potentially encompassing all kinds of information
provided that it relates to the data subject. As the GDPR contains a similar definition of
‘personal data’ to that in the Directive, namely ‘any information relating to an identified or
identifiable natural person’, the CJEU’s broad interpretation of the concept of personal data
remains relevant post 25 May 2018. The court also considered whether personal data can be
provided in a summary format in response to a data access request, rather than providing a
copy of the actual document containing the data. The High Court ruled in Nowak v. DPC
and Institute of Chartered Accountants in Ireland [2018] IEHC 118 (26 February 2018) that
the obligation on a data controller was to communicate the relevant information not in its
original form but rather in an ‘intelligible form’ to the data subject.
Further, Irish individuals or entities who are the subject of an international investigation
benefit from the protection of the Irish Constitution and the European Convention on
Human Rights, including the right to a good name and the right to a fair trial.
V

YEAR IN REVIEW

During 2018, the government made significant progress in implementing the proposals set
out in the Measures to Enhance Ireland’s Corporate, Economic and Regulatory Framework.
This included the enactment of the Corruption Offences Act, which commenced on
30 July 2018, and the publication of the General Scheme of the Companies (Corporate
Enforcement Authority) Bill 2018 in December 2018. Under this Bill, it is proposed that
the ODCE will be re-established as an agency, in the form of a commission, which will be
known as the CEA. The new agency will have more autonomy and flexibility to adapt to the
challenges it faces in encouraging greater compliance with the Companies Act. In addition,
in 2018, the Minister for Justice and Equality appointed former DPP Mr James Hamilton
to chair a review of Ireland’s anti-corruption and anti-fraud structures and procedures in
criminal law enforcement. This review will assess the extent to which the various state bodies
involved in the prevention, detection, investigation and prosecution of fraud and corruption
are working effectively together, and to identify any gaps and impediments in this regard.
The ODCE and the Central Bank have also been vocal about their commitment to
advancements in their investigative practices and procedures. The ODCE reported key hires
including a digital forensic specialist, an investigative accountant, a Detective Inspector
position and two enforcement portfolio managers. The OCDE has also reported advancements
in relation to their forensic capabilities including a dedicated digital forensics laboratory.
As mentioned, during the past year, we have also seen the enactment of the Data
Protection Act 2018, which, together with the entry into force of the GDPR in May
2018, amends data protection laws, creating a consistent data protection regime across the
European Union.43
The renewed focus on measures to enhance Ireland’s approach to corporate misconduct
is both timely and significant given the uncertainty surrounding Brexit. However, the Political
Declaration published on 22 November 2018 emphasises the commitment to mutual
cooperation, stating that reciprocal equivalence frameworks will be put in place enabling
both the European Union and the United Kingdom to declare a third country’s regulatory
and supervisory regimes ‘equivalent’.
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VI

CONCLUSIONS AND OUTLOOK

Ireland has a robust regime for the investigation and prosecution of corporate misconduct
that helps to maintain its reputation as a low-risk country in which to do business. The
government has signalled its intention in recent years to ensure that the legal and regulatory
environment continues to be subject to regular scrutiny and review so that it is strengthened
appropriately to meet emerging risks and challenges.44 With that in mind, it seems likely that
we will continue to see more enforcement across all regulated sectors in the future.
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